Solution brief

Empowering the enterprise
through cloud-based
unified endpoint management
Enhancing IT efficiency and improving responsiveness
with Atos and the Intel® vPro™ platform.
An increasingly mobile workforce—
with geographically dispersed fleets of
devices—presents significant challenges
in systems management. Administrators
need to inventory, provision, patch,
diagnose and repair PCs, even if those
systems are powered off or the operating
system is not running. When in-person
assistance is an option, users can
experience significant interruptions in
productivity. Security can be weakened as
well; exposure to a new threat may be
prolonged while technicians work to
install patches, endangering the entire
network. Remote management is the
answer, and Atos and Intel® have the
solution: the Intel® vPro™ platform that
includes Intel® Active Management
Technology (Intel® AMT) for remote
PC management.
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As proof of concept, Atos and Intel partnered together at a Fortune 50 pharmaceutical
company to introduce Intel® Active Management Technology (Intel® AMT) to the environment. As a
result of the solution, this company can benefit from increased employee productivity, reduced IT
costs, increased customer satisfaction and improved business continuity.
Intel AMT enables IT professionals to discover, repair and help protect networked computing assets.
They save time with remote maintenance and wireless manageability, and simplify computer
lifecycle transitions with secure drive wiping. Intel AMT is included as part of the Intel® vPro™
platform, which spans Intel® Core™ vPro™ processors and Intel® Xeon® processors. Whether attended
or unattended, powered off or powered on, as long as a client system has a network connection and
a power source, IT technicians can connect to it via Intel AMT and perform a broad range of
diagnostic, maintenance, imaging, configuration and repair tasks.
Intel AMT functions at the hardware level, rather than relying on the operating system to perform
required tasks. As a result, Intel AMT facilitates connections to PCs that are unable to boot, allowing
remote technicians to perform a wide range of actions that would not be possible using traditional
methods of remote management. Intel AMT enables IT technicians to connect to PCs with nonbootable operating systems due to corrupted or damaged hard drives; it can also allow them to power
systems on or off, boot from a network drive and start Keyboard Video Mouse (KVM) remote control
sessions, all without in-person intervention.

Remote lifecycle
management: imaging, setup,
patching, end-of-life
`` Partition or re-partition
drives during off hours
`` Format drives during off hours
`` Disk wipe of end-user devices — e.g.,
termination, loaner laptop, disposal

Remote diagnosis and
remediation
`` Hardware diagnosis and repair at
BIOS and pre-OS level (e.g., WinPE)
`` Remediation of client issues
during off hours by waking
up end-user device
`` Backup and recovery of data

`` Re-image PC by mounting
a standard boot image

`` Remediation of viruses and
malware

`` Mount the configuration
manager WinPE boot image

`` Power actions (shut down, restart,
reboot to BIOS, power up, etc.)

`` BIOS configuration and power actions

`` Disk encryption unlocking
and recovery

`` Patching during off hours on
targeted clients, both on and offline, with faster patching rhythm

In the case of the large pharmaceutical company,
Atos and Intel worked in lockstep during
advanced planning and preparation, including
assessing the environment, securing a
development and integration lab, and
considering multiple configurations that aligned
with the actual infrastructure. Now, with the Intel
AMT technology, requests for technical
assistance are handled remotely, avoiding the
need to schedule and dispatch a technician.
Before this solution, incidents were resolved
within two days, and service requests within five
days. With the Intel vPro platform, many tickets
are addressed on the same or the next day. End
users are experiencing a dramatic improvement
in service levels, and stringent service-level
agreements are being met. With the exception of
hardware repairs or other issues that require
physical presence, technicians are no longer
dispatched for remediation activities.

`` Connect and re-establish
domain membership

Table 1: Key features: unified endpoint management using Intel® AMT

Lifecycle management—imaging, setup, patching, end-of-life
With Intel AMT, unconfigured PCs that contain
blank or OEM images are transformed into
PCs with fully configured and customized
corporate images, all with no local intervention
and regardless of the presence of an operating
system on the hard drive. This is possible
through Intel AMT’s KVM and Integrated
Drive Electronics (IDE) redirection features,
which allow a remote technician to connect
to the PC, launch a desktop session, establish
a connection to a network share, and load
a bootable image file over the network. The
technician can leverage an imaging source
to install the corporate image, and then
use KVM to customize the configuration.
If a PC has a corporate image installed but
lacks or has lost domain membership or has
other limitations that prevent access to the
PC using traditional OS-based remote control
methods, local technical intervention is typically
required. With Intel AMT, however, as long
as the PC has a power source and network
connection, KVM can be used to remotely
join the PC to the corporate domain and
perform practically any configuration task.

As Microsoft Windows operating systems
continue to evolve, engineers have taken a
standardized approach to maintenance. New
functionality and feature updates are available
twice per year, while long-term servicing provides
very limited change to the operating system
itself and focuses on systems that rarely change,
such as medical devices, ATMs and point-of-sale
devices. This servicing methodology can be
challenging, and Intel AMT can make it much
easier to attain a faster update rhythm. Intel
AMT enables an enterprise to patch and service
operating systems during off hours by way
of the Microsoft System Center Configuration
Manager (SCCM). Some of the Intel AMT
functions can be directly integrated into SCCM
so that during deployments, targeted clients
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will receive an Intel AMT power command
if they are not online. This way, more clients
can be reached with critical updates in a
shorter time period. And once the patching
process is complete, PCs can be remotely and
automatically powered down to save costs.
At end-of-life, Intel AMT facilitates remote
secure disk erase. Much like the initial imaging
process, a technician can connect to the PC
and launch a secure disk wipe application via
the IDE redirection feature. This eliminates
both the risk of data loss and extra shipping
and handling costs; the technician can confirm
that the drive has been securely erased prior
to shipment to the final disposal destination.
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Figure 1: Lifecycle management: establishing an upgrade thythm with Intel® AMT
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Empowering the enterprise through cloud-based unified endpoint management

“The Intel® vPro platform
leverages an enterprise’s
existing infrastructure
and management tools
combined with the unique
ability to interface at the
hardware layer versus
software where the majority
of breaches occur today.
We expect enterprises to
greatly benefit from this
cost-effective and smart
approach to reduce costs,
save time and improve
customer satisfaction.”

Diagnosis and remediation
Intel AMT provides a powerful array of tools that
enable IT support to provide comprehensive
and effective remote services on systems that
would typically require in-person intervention.
With Intel AMT, IT staff have full remote
access to the system BIOS, so they can
enable and disable system hardware and
perform comprehensive diagnostics.
A corrupted or non-bootable OS traditionally
requires a local technician. Intel AMT eliminates
this time-consuming and costly process by
providing remote, comprehensive data repair and
complete data backup and restoration. A remote
technician can boot to a Windows PE (WinPE)
image and launch a variety of repair utilities to
restore files and folders. After any necessary
repairs are complete, they can connect the
PC to a network or local drive, perform a data
backup and re-image the PC when necessary.

Intel AMT also provides powerful and effective
virus removal through several third-party
applications. Booting directly to a WinPE
environment via the IDE redirect feature is one of
the most effective ways of removing rootkits and
other entrenched malware that is extremely
difficult to remove otherwise.
Corrupted disks or hardware changes will often
result in an HDE encryption key challenge upon
the next boot. Because traditional remote control
utilities do not work without a functional OS, the
technician must relay a lengthy challenge code to
the user. If this fails, local intervention is required.
Intel AMT avoids this frustrating process because
the remote technician can directly enter the
encryption key via KVM.

Figure 2: Cloud-based unified endpoint management architecture

John J. Minnick
Head, Global STeP Team
& NAO Portfolio,
Atos

Infrastructure Components

Digital Workplace Client
WIreless Client

Active Directory

DNS

DHCP

Radius

Certificate
Services

Intel RCS with
MS SQL

Configuration
Manager
(SCCM)

Wired Client

Corporate
Network

Intel® Manageability Commander

Infrastructure requirements

Atos Remote Support Team

Table 2: Key infrastructure components leveraged by Intel AMT

Intel AMT only requires a few additional servers at
most; other required components must also be
configured to be able to take advantage of the full
Intel AMT feature set.
The main components that hold the
configuration and logs to be able to provision
workstations for Intel AMT are the Intel® Setup
and Configuration Software (Intel® SCS) server
and an SQL database server. To meet tough
security standards and support a wired and
wireless environment, the Intel SCS server
communicates with all necessary components.
Key components are outlined in Table 2.
Another crucial component of an Intel AMT
solution is the Amazon AppStream. This
launches the Intel® Manageability Commander
(Intel® MC), which is a lightweight console that
simplifies utilization of Intel AMT features.
Empowering the enterprise through cloud-based unified endpoint management
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Saving time, reducing
costs, increasing
satisfaction with
Intel AMT
This cloud-based implementation of Intel
MC is a fundamental shift in the way service
providers can scale the number of technicians
required based on customer demands.
Intel AMT enables the enterprise to remotely, safely
and accurately manage PC issues that traditionally
require in-person, desk-side IT assistance. With
KVM visibility, technicians can take control of
PCs, even in the midst of critical errors. Intel AMT
can automate specific system wake-up and
update intervals, saving energy and time. When
systems need remediation or patching, Intel AMT
can facilitate remote power-on. Devices can be
managed from remote locations to set up, recover
and fix faulty systems, all without in-person visits.

“The dramatic change in
how people are working
today utilizing multiple
device types and form
factors has increased the
management complexity
for IT. We want to help
address this with our Intel
vPro platform with remote
management capabilities to
remediate issues. The result
for IT is cost savings, faster
resolution, less complexity
and peace of mind. ”
Rhett Livengood
Director for Worldwide
Business Client Enabling
Intel

Working together to create world-class solutions

By combining skills tightly, from advisory to
consulting and design thinking, through to
business and vertical solutions, including
applications, to the Digital Workplace platform,
this partnership has the skills in place to
offer a complete solution to customers.

Together, Atos and Intel deliver an end-toend workspace transformation, helping our
customers address their workers’ needs with no
compromise on security. Experts support clients
at each step of the journey to the workplace
of the future, while client discover how their
workplace can advance their business. With Atos
and Intel, customers can benefit from end-to-end
migration and implementation services, and a
mobile, real-time and collaborative way to work.
The team intelligently supports all user needs,
wherever they are and whatever their device.
Atos and Intel help empower employees while
maintaining the highest levels of security.

About Atos

About Intel

Atos is a global leader in digital transformation
with 120,000 employees in 73 countries and
annual revenue of € 13 billion. European number
one in Cloud, Cybersecurity and HighPerformance Computing, the Group provides
end-to-end Orchestrated Hybrid Cloud, Big Data,
Business Applications and Digital Workplace
solutions through its Digital Transformation
Factory, as well as transactional services through
Worldline, the European leader in the payment
industry. With its cutting-edge technologies and
industry knowledge, Atos supports the digital
transformation of its clients across all business
sectors. The Group is the Worldwide Information
Technology Partner for the Olympic &
Paralympic Games and operates under the
brands Atos, Atos Syntel, Unify and Worldline.
Atos is listed on the CAC40 Paris stock index.

Intel (NASDAQ: INTC) expands the
boundaries of technology to make the most
amazing experiences possible. Information
about Intel and the work of its more than
100,000 employees can be found at
newsroom.intel.com and intel.com.

Throughout every project Atos and Intel
partner on, they focus on creating solutions
that address each client’s unique challenges.
The team functions as one entity, providing
assessment, configuration and rollout services
while improving end-user experiences
and solving challenges as they arise.

For more information visit:
www.atos.net/workplace
www.intel.com/amt
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