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1.0 Introduction

Telehealth provides remote patient monitoring systems that enable the patient 
to manage their chronic conditions in the community, predominantly in their 
own homes, supported by a remote healthcare professional, in a mostly 
asynchronous manner. A Telehealth system is installed in the person's home 
that take vital signs measurements at times defined in their care plan. The 
readings are transmitted to a central IT system which compares the readings 
to the care plan. 

Tomorrow's telehealth systems will be required to provide more value to all 

health system stakeholders - patients, doctors, insurers, hospital managers, 
etc. The majority of engineering re-design efforts now focus on the 
requirements of the patient end Health Gateway which play a critical role in 
determining how and what health services are delivered to the home patients.  
Health Gateways are key elements in influencing the efficiency of the 
telehealth services delivery (see figure 1), workflows and patient engagement. 
The way health gateways are designed will impact on how well the telehealth 
systems get adopted by patients and given that deployment sizes are 
expected to grow to cover tens of thousands of patients, the costs of the 
gateways will also play the significant role in the economics of the telehealth 
industry. 

One of the key issues slowing down the developments and deployments of 
new telehealth services is the problem of their adoption by end patients, who 
are typically elderly or have impaired physical or mental capabilities. Health 

Figure 1. Health Gateway in the Telehealth System Context
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gateways that provide more intelligence, higher levels of process automation, 
and simple, intuitive user interfaces, will overcome adoption barriers by hiding 
the technology and complexities from the users and allowing the health 
provider to build an engaging patient-centered telehealth services.

2.0 Home Health Gateway Requirements

In this document we introduce a hardware and software platform for a next 
generation Health Gateway. For sound engineering reasons we based the 
hardware platform on the family of processors called Intel® Atom™ processor 
E6xx series1.  In this document we present some valuable pointers for 
software architects on some key software architecture guidelines that can be 
used to build a next generation Health Gateway. Before outlining the critical 
hardware and software architectures, it is essential that we define the 
characteristic requirements of a next generation health gateway. These are 
defined as:

• Flexibility and scalability to address both current and future needs

• Reduction of the power consumption to enable mobile and portable solutions

• Reduction of the development costs and shortening the time-to-market by using 
tested and pre-certified "building blocks" in new designs

• Reduction of the BOM costs of the final customized solutions

• Providing sufficient  security for personal and health information stored on the 
gateway and data transmission

• Increasing the reliability and the quality of health products 

• Fast prototyping to validate the key assumptions and resolve the usability problems 
by providing pre-integrated hardware and software solutions

• Building a product line of Health Gateways that each optimized for a given market 
segment while sharing the same base technologies.

• Support for patient video-based educational training to affect life-style changes

• High quality audio to enable two way communications with carers

3.0 Home Health Gateway Hardware Architecture

The hardware architecture presented in this document is based on the next 
generation Intel Atom processor E6xx series SoC with integrated memory, 
audio, video and graphics controllers. The external connectivity is realized 
both through CPU interfaces or an external IO Hub (IOH) connected to the CPU 
via the fast PCIe* bus. The wide selection of available IO Hubs allows building 
the solution with optimal set of interfaces and even changing the IOH with no 
modifications to the source code.

The new Intel Atom processor E6xx series (see block diagram in figure 2) can 
be used with a specific IOH (e.g. Realtek* RTL8954C2 or Intel® Paltform 
Controller Hub EG20T) or with a proprietary ASIC/custom FPGA which gives 
extended flexibility. The Intel Atom processor E6xx series already provide a 

1. http://edc.intel.com/Platforms/Atom-E6xx/
2. http://www.realtek.com/products/ 

productsView.aspx?Langid=1&PNid=9&PFid=11&Level=4&Conn=3&ProdID=281
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set of interfaces, including support for PCIe (4 x1 configuration (4 ports, each 
port with a x1 width. It does not support a 1 x4 configuration, 1 port with a x4 
width) that may be enough in some applications (see section External 
Communication Interfaces section for more information)

4.0 Let’s look at the CPU block

The heart of the proposed hardware architecture is Intel Atom processor E6xx 
series that delivers unprecedented level of I/O flexibility, departing from 
proprietary interfaces such as Front Side Bus (FSB) or DMI and moving to the 
open PCI-Express* standard for processor-to-chipset interfaces.  The other 
characteristics of the Intel Atom processor E6xx series are:

• Unmatched performance in the embedded solutions world

• High level of integration, including integration of Memory, Audio, Graphics and 
Video controllers

• Very low power consumption of the entire solution

• Small size

Figure 2. Block Diagram showing I/O flexibility of the Intel® Atom™ Processor E6xx 
Series
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The computing power delivered by Intel Atom processor E6xx series is 
essential as the next generation health gateways will need to provide more 
features such as high quality 2-way or 3-way video, safer security mechanisms 
or support for a variety of different medical devices and their communication 
protocols. 

The departure from the northbridge/southbridge architecture and integration 
of memory and graphics controllers significantly improves the performance by 
removing the bottlenecks such as FSB, and reduces the total power 
consumption of the entire system.

Intel Atom processor E6xx series include a wide range of processors allowing a 
family of heath gateways to be developed around a common architecture. The 
processor family has clock speeds from 600MHz to 1.6GHz, and graphics 
speeds from 320MHz to 400MHz. In addition the Thermal Design Power (TPD) 
is kept at a very low level - 2.7W to 3.9W. 

5.0 Graphics, Video and Display Controller

The Intel Atom processor E6xx series contains an integrated graphics unit that 
contains the following engines:

• 3D graphics engine including Vertex processing, advanced pixel processor and 
unified shader supported by three-level cache system (cache module and request 
management and formatting module)

• Video encoding engine with full hardware acceleration of 720p30, H.264 (BP), 
MPEG4 and H.263 video conferencing. A wide variety of input formats and encodes 
profiles and levels are supported.

• Video decoding engine with full hardware acceleration of H264, MPEG2, MPEG4, 
VC1 and WM9 specifications for a variety of profiles and levels. The video decoding 
is done in four processing modules: entropy coding, motion compensation, 
deblocking and final pixel formatting.

• Display controller supporting seven planes, dual independent display pipes and two 
ports (corresponding to two physical - displays one LVDS and one SDVO). 

One of the known barriers in the adoption of health gateways by patients, 
especially the elderly has been the lack of sense of direct and individual 
contact with doctors. Engineering designers forget that the term 'connected' in 
the Connected Health industry means not just an IT connection to transfer 
physiological data from a patient home, but it means a psychological 
connection that needs to be built between the patient and a remote carer. Only 
when an elderly patient feels a psychological connection to the carer through 
the health gateway, will they continuously adopt the technology. Creating 
technology that blends seemly into the life-style of the patient and creates a 
sense of 'someone is caring for me' they will learn to adopt the technology. It 
has been shown that pre-recorded video content featuring real-life members 
of the care team, whom the patient has met, is an effective way of delivering 
key health messages to patients whilst limiting the number of home visits. 
Therefore a successful health gateway needs to have the ability to stream or 
store pre-recorded video as well as supporting real-time video conferencing. 

The high quality video (at the HDTV level) along with the superior audio 
capabilities delivered by the Intel Atom processor E6xx series enables on-line 
realistic tele-presence sessions between patients and doctors. On the other 
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side, the doctors receive better tools for remote diagnostics of problems such 
as skin problems, eye examinations, etc. through the use high quality cameras 
connected to the gateway.

The sophisticated graphics and display controllers overcome the current 
limitations of the User Interfaces (UI) in existing health gateways. The elderly 
end users or disabled users require special design considerations for UIs that 
require enhanced processing power to present simplified UIs with inherent 
intelligence that automate many of the functions they are seeking to enable.  
High resolution touch-screen interfaces with high quality graphics and well 
designed UI layouts are necessary to assist the users with the use of this 
technology. 

The advanced graphics and video capabilities delivered by the Intel Atom 
processor E6xx series enables these processor to provide graphic intensive UIs 
whilst having the processing capacity to simultaneously support other video 
functions such as the ability to display video educational content or enabling 
the patients to participate in the social groups to exchange opinions and seek 
advice for dealing with their diseases.

6.0 How about the Audio?

High quality audio adds a great value to the health gateway usage by ensuring 
the heath gateway is more interactive in a home environment. The Intel Atom 
processor E6xx series incorporates the Intel® HD Audio controller which can 
be used to attach different types of external codecs allowing the audio system 
to support up to four audio streams (two in and two out). With the support of 
multi-channel audio stream, 32-bit sample depth, and sample rate up to 
192KHz, the Intel High Definition Audio controller provides audio quality that 
can deliver consumer electronic levels of audio experience.

7.0 External Communication Interfaces

When considering the next generation Health Gateways and its interfaces, it is 
necessary to consider the connectivity in-to as well as out-from the health 
gateway as described below:

• Connectivity with medical devices, referred to as PAN (Personal Area Network) 
Interface

• Connectivity with the remote serves, referred to as WAN (Wide Area Network) 
Interface

These interfaces are traditionally wire-line interface but are increasingly 
becoming wireless. Given a wide variety and still growing number of the 
interfaces used on both sides of the health gateway, the architecture must 
provide enough scalability and extendibility to meet both the current and 
future needs. In the near past, the most common interface used on the 
personal health devices was serial (RS-232) while the new designs move 
towards USB or wireless options such as Bluetooth*. The Continua* Health 
Alliance have selected USB and Bluetooth as the devices transport options in 
their architecture for interoperability. In the near future it is expected that 
other technologies, mostly wireless such as ZigBee*, ANT*/ANT+ will be 
strongly promoted in the health products creating a very competitive 
environment. The same principles are also valid on the WAN Interface where 
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the traditional POTS/PSTN interface is being replaced by IP and recently 
wireless interfaces - GSM/CDMA. The high level description of the existing and 
emerging communication technologies used in the telehealth systems is 
provided below. The description also shows how Intel Atom processor E6xx 
series with its flexible PCIe interfaces addresses the main challenges 
connected with the external interfaces of the health gateway.

PAN Interfaces:

• USB - USB is currently the most common wired interface used by the medical and 
health devices. On Intel Atom processor E6xx series, the USB connectivity can be 
realized by the PCIe to USB adapters or by using the IOH with USB interfaces. For 
the communication with the health devices the USB Host ports are required as 
almost all health equipments have USB Device ports. The use of PCIe/USB adapters 
allows for a selection of the right USB version (1.x, 2.x or upcoming 3.x) and future 
migration without costly hardware re-designs. The USB has been selected by the 
Continua Health Alliance as one of the supported transports.

• Bluetooth and Bluetooth LE - Bluetooth is the leading wireless interface in the 
medical devices. It has also been selected by the Continua Health Alliance(http://
www.continuaalliance.org/index.html )as the primary wireless transport. In the 
architecture proposed in this document the Bluetooth connectivity can be realized 
by either USB/Bluetooth Adapter (if USB is available - see above) or one of PCIe 
Bluetooth cards available off-the-shelf on the market. 

• ANT/ANT+ is the wireless communication protocol characterized with an extremely 
low power consumption and resource requirements. ATN+ has mainly been 
developed for use in sport, wellness and home health market segments. ANT+ 
specification defines a (still growing) set of profiles for medical/fitness equipment 
making it a real interoperability standard. The existing USB/ANT adapters enable 
the possibility of using ANT interface on Intel Atom processor E6xx series based 
platform. 

• ZigBee Health Care is the interoperability standard of wireless communication for 
medical and fitness devices. ZigBee off-the-shelf radio transceivers are available in 
form of USB sticks or PCIe minicards that can be connected to Intel Atom processor 
E6xx series.

• Wi-Fi - although not optimized for use in medical applications, Wi-Fi is still 
considered as an alternative for other, lower power protocols due to the longer 
range, higher data rates or availability of the software stacks and applications. The 
Wi-Fi interface on Intel Atom processor E6xx series based platform can be provided 
in many forms including PCIe cards or USB adapters.

• Serial - RS232 was one of the first communication interfaces used in the medical 
devices. Although considered as outdated and retiring technology, the serial 
interfaces are still available in a large number of existing devices. 

WAN Interfaces:

• Ethernet / IP is currently the key wired method of connecting the home gateways 
to the Internet which is a common way of connecting with remote services. The 
PCIe GbE mini cards are used to provide the Ethernet connectivity on the Intel 
Atom processor E6xx series based platforms.

• Wi-Fi for connection with home access points (APs), is becoming an important 
connectivity method.

• GSM / WCDMA - The mobile Internet connectivity already plays a significant role in 
the market and it is expected that its market share will grow over the coming 
years. The widely available PCIe GSM or WCDMA cards enable the wireless 
connection to the remote servers.
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• POTS/PSTN was the first technology used in the telemonitoring, however now is 
considered as almost obsolete, especially in new designs. 

The Intel Atom processor E6xx series offers an extremely flexible and 
extendible architecture for external connectivity that is the key in the design of 
health gateways which work with a variety of medical devices and connect to 
remote servers via different WAN interfaces. 

The key processor interface used for communication with external devices is 
an open and widely used PCI Express (PCIe) standard. The Intel Atom 
processor E6xx series contains four independent PCIe channels that can be 
used to connect the PCIe modules - currently, there is nearly countless 
number of PCIe modules that provide the other wired and wireless 
communication interfaces as well as the co-processor modules. In addition, 
the PCIe allows for connecting the external IO Hubs (IOH’es), such as Intel® 
Platform Controller Hub EG20T or Realtek RTL8954C and many others that 
offer a set of external interfaces available in one PCIe-enabled chipset. See 
Table 1 for an overview of the different I/O available for both IO Hubs.

Table 1: Table comparing Intel® Platform Controller Hub EG20T and Realtek* 
RTL8954C IOH

Feature  Intel® Platform Controller 
Hub EG20T 
(General Purpose)  

Comms IOH 

Company of Origin  Intel Realtek* 
Part  number  Intel®Platform Controller 

Hub EG20T 
RTL896xC 

Processor Core  None 1x 
IOH Memory  None Yes (DDR1, DDR2) 
SATA II  2x None 
USB II Host   6x 1x 
USB II Device  1x None 
USB OTG  None  None  
10/100 MAC  None None 
10/100/GigE MAC  1x 1 MAC (GMII/RGMII) + 5 Ports integrated GigE 

Switch  
PCIe* Gen 1 Host  None 1 x1 Gen 1 
PCIe Gen 1 slave  1 x1 Gen 1  1 x1 Gen 1  
Ethernet AVB  None None 
Ethernet 1588  Yes None 
Crypto Engine  None 1x (AES/DES/3DES/MD5/SHA-1) 
TDM  None 8x (4x Wideband) 
HD Audio  None  None  
I2S  None 1x Mono 
Camera In  BT656  None None 
dRGB out  None None 
MediaLB  None None 
SDIO  2x None 
I2C  1x 1x (GPIO) 
SPI  1x 1x (for Flash) 
CAN  1x None 
UART  1 Full, 3 Lite 2x 
JTAG  Yes Yes 
GPIO  12x 45x muxed 
Manufacturability  Type 3 (non HDI) Type 3 (non HDI) 
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Intel Atom processor E6xx series delivers the many alternative ways of providing 
particular set of interfaces customized for a particular device with nearly unlimited 
scalability level.

8.0 Home Health Gateway Design Featuring Intel® 
Atom™ Processor E6xx Series Based Platform and 
Realtek* RTL8954C

Going forward solution providers in the home health space will need to be 
more aligned with using COTS technologies rather than focusing on 
proprietary hardware designs. In this way they can take advantage of the 
latest technology to test and roll out new home health/tele-health solutions. 
They can then focus more of their efforts on integrating their software 
products and avoid reinventing the wheel. This not only reduces the time 
required for development and testing new solutions but also helps to reduce 
costs and time to market substantially for solution providers. 

Today there are a range of off-the-shelf and production quality hardware 
platforms featuring Intel Atom processor E6xx series deployed by embedded 
alliance partners. Intel® Embedded Alliance (http://www.intel.com/design/
network/ica/index.htm?iid=subhdr+ptr_embed_alliance)members provide 
original equipment manufacturers (OEMs) with the advanced hardware, 
software, tools, firm and systems integration they need to help get their 
designs to market faster. However Intel Embedded Group has also provided a 
series of hardware designs which specifically targets the home health space.

• Home Health Design #1 Featuring Intel Atom processor E6xx series and Realtek 
RTL8954C IOH 

• Home Health Low Cost Design #2 Featuring Intel Atom processor E6xx series 
without IOH (with discrete)

In Home Health Design #1 the Realtek IOH is connected to the CPU via the 
PCIe channel while the Home Health low cost design #2 is essentially the 
same design (but with one more PCIe channel available) but without the 
Realtek RTL8954C IOH. Table 2 provides a comparison of the two designs in 
more detail. 

http://www.intel.com/design/network/ica/index.htm?iid=subhdr+ptr_embed_alliance
http://www.intel.com/design/network/ica/index.htm?iid=subhdr+ptr_embed_alliance
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Table 2: Comparison of requirements between Home Health Design #1 and 
Home Health Design #2 Intel® Atom™ Processor E6xx Series and 
Realtek*platform - Home Health Design #1

These designs effectively enable the OEMs to position their tele-health solutions from 
low to high end so as to guarantee maximum scalability: Therefore if one wanted to 
target a basic low end, low cost design one could ignore the 2nd and 3rd PCI link and 
go with the basic Intel® Atom™ processor (600MHz the lowest skus) with just a USB 
controller and FLASH. 

Alternatively one may wish to scale-up ones design and in this case one can just swap 
the Intel Atom processor sku (also available at 1.0GHz, 1.3GHz). One can also decide 
to populate the 2nd and 3rd PCI link according to the performance level one requires. 
This will give the greatest flexibility to the ODM/OEM. Also one can just use the home 
health design #1 which provides additional IO flexibility thanks to the Realtek IOH. See 
figure 3 for more details on block diagram of Intel hardware reference board.

Requirements Home Health Low Cost 
Design #2 

Home Health Design #1 

Storage USB Flash (2GB) SATA (PCIe*  – SATA) 

Connected to GbLAN Yes Yes 

Touch Screen Yes Yes 

Sound/Mic Yes (Build-in Mic) Yes 

Connectivity (Wifi/ WiMAX/ 3G) Yes (1 mini card slot) Yes (1 mini card slot) 

Bluetooth*/ USB Yes (2-3) Yes (2-3) 

Camera No Yes 

UART No Yes 

PSTN No Yes 

Power Supply Battery + DC Battery + DC 

Others  Multimedia QoS conf iguration 
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All these designs meet the cost BOM projections and IO flexibility using 
commercial-off-the-shelf (COTS) components while satisfying aggressive 
power consumption and form factor requirements. The EPIC board design files 
(BOM, schematics, layouts) are all available on the Intel® Embedded Design 
Centre (Intel® EDC) http://edc.intel.com/.

Intel hardware platforms can be used directly in the commercial products or 
can be used as the reference board in the initial development and prototyping. 
In both cases, the use on Intel® reference platform brings the following 
benefits:

• It enables early validation the key program assumptions.

• It allows for rapid developments of the demonstration systems.

• It shortens the hardware development cycle by reusing the reference platform 
design or its parts.

• It allows for starting the software development in parallel with the production of the 
customized hardware.

• Intel® platforms can be used as a reference point when validating the custom 
hardware.

Figure 3. Intel® Atom™ Processor E6xx Series and Realtek*platform - Home Health 
Design #1
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9.0 Home Health Gateway Software Architecture

This section presents guidelines for the software architecture that address the 
key goals of health gateway listed earlier in this document. These guidelines 
assume a platform-based approach which is characterized by the logical split 
of the software into independent and testable modules (building blocks) and 
layered structure. This approach emphasizes the integration oriented and 
incremental development and reuse of components and makes for easier 
selection of the functionalities required in specific device implementation.

The Conceptual Software Architecture shown in figure 4 presents the set of 
key building blocks and layers that can be found in a health gateway design 
and can be considered as a starting point for the real design of the new 
product. The following subsections provide more details on the particular 
components including their off-the-shelf availability.

Figure 4. Conceptual Software Architecture of the next generation Health Gateway
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10.0 Operating System Platform BSPs1

The choice of the Operating System in a specific implementation of the health 
gateway depends on many factors e.g. the user interface, real-time 
requirements, but also reusability of existing applications, need for working in 
a particular mobile environment (e.g. Android* market) or even expertise that 
a given vendor has in-house.

The Intel Atom processor E6xx series are based on standard IA-32 
architecture (x86) meaning that most of Operating Systems available for PC 
Desktops or Laptops can be used without any special porting effort. In 
addition, a number of embedded, real-time and mobile OS'es are supported. 
The not exhaustive and still growing list of supported OS'es includes the 
following:

• Microsoft* Windows* XP SP3, Microsoft Windows 7,

• Microsoft Windows Embedded Standard 2009, Microsoft Windows Embedded 
Standard 7, Microsoft Windows Embedded POS Ready 2009, Microsoft Windows 
Embedded CE 6.0 R3,

• Fedora* Core 11 Linux*, Ubuntu* Linux,

• Android x86, 

• MeeGo* 1.0,

• QNX* Neutrino*,

• Wind River* VxWorks*

1. Off-the-shelf reference platforms from Intel or Intel Ecosystem partners come with the selected OS'es, BSPs and set of 
drivers. These are invaluable starting points for customized developments.



Building the Home Health Gateway based on Intel® Atom™ E6xx Series Platform
Application Note January 2011
16 Reference Number: 324892-002

11.0 Communications Stacks Layer

The concrete list of communication stacks implemented on the health gateway 
strongly depends on a particular deployment scenario in particular what PHDs 
are to be connected to the health gateway and how the connection to the 
remote server is realized. Since Intel Atom processor E6xx series is based on 
x86 architecture there exists a wide range of software communication stacks 
available off-the-shelf, both commercial or freeware. The key communication 
software stacks for health gateways are discussed below:

• TCP/IP software stack is an integral part of most of the operating systems. 

• USB Stack - the Host Controller Driver and Class Drivers (such us HID, CDC, Mass 
Storage, etc.) are the integral part of most of the operating systems. Many of the 
existing medical and fitness devices require the vendor specific USB drivers as well. 
Given that the large majority of the USB drivers are provided for Microsoft Windows 
based x86 platforms (PC/laptops), they can run on the Intel Atom processor E6xx 
series without any porting effort. From the health gateway perspective the USB 
PHDC (Personal Health Device Class) is in particular important as it enables the use 
of the IEEE11073 and Continua Health Alliance compatible software stacks.

• Bluetooth Stack - The majority of the USB Bluetooth adapters implement the 
Bluetooth stack up the USB HCI (Host Controller Interface). The upper layers 
(L2CAP, SDP, and Profiles) are implemented on the host and Bluetooth host 
software stack. A number of such host stacks of exist for PCs and they can be 
directly reused on the Intel Atom processor E6xx series based platform. 

• ZigBee Stack - most of the external ZigBee modules (e.g. provided in form of the 
USB dongles) incorporate the ZigBee stack and provide the control interface, such 
as AT commands, to the host CPU. A number of PC-based applications that can also 
run on Intel Atom processor E6xx series for managing the ZigBee network.

• ANT/ANT+ Stack - The providers of the ANT/ANT+ modules provide the software 
drivers, libraries and applications for the PC (x86) platform which enables their 
reuse on Intel Atom processor E6xx series.

• GSM/GPRS/3G/WCDMA Stacks - typically, the external off-the-shelf modules 
incorporate the wireless software stacks up to the layer 3 (network layer) and are 
provided with the drivers and  libraries for the host platforms such as Intel Atom 
processor E6xx series based platform.

The PAN Communication Manager is responsible for the synchronization of the 
communication with a variety of medical devices, including their initialization, 
retrieving the data and passing them to the application components (e.g. 
Health Data Storage). It is recommended that the PAN Communication 
Manager creates the logical (virtual) devices and logical channels visible to the 
higher layers components.

The WAN Communication Manager needs to implement the communication 
protocol used to exchange data with the remote server. This protocol can 
reuse one of the existing technologies e.g. SOAP, HTTPS, XML-based 
messaging or it can also be a proprietary one. The WAN Communication 
Manager is responsible for establishing the connection to the remote server, 
upload the health data and usage statistics, download resources such as 
surveys or reminders, as well as receive and execute the remote commands.
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IEEE 11073 Continua* Certified Stack

The Continua Health Alliance is a non-profit organization that has adopted the 
IEEE11073 standards and, among other things, provides the architectural 
guidelines for communication between health devices and health gateways 
(also known as Application Hosting Devices in the Continua world). The 
Continua Health Alliance is recommending the use of the IEEE11073 protocol 
as a standard in home gateway communications.

The IEEE 11073 family is a set of standards that comprises many aspects of 
communicating the semantics of medical data coming from the health, 
gateways or wellness devices to the "host manager". The key goals of the IEEE 
11073 are the interoperability of health devices and efficient exchange of the 
health data. In the terminology of IEEE 11073 the health devices act as IEEE 
11073 Agents while the Health Gateway is the Manager. Health devices which 
support the IEEE 11073 Agent can be connected in a real-time and plug-and-
play manner to the health gateways that support the IEEE 11073 Manager. 
This automates the set-up of PHDs and health gateways and aids the 
exchange of the health data, even if health devices and health gateways come 
from different vendors. 

The IEEE11073 software stack is a necessary component if open standards 
based health devices are to be used in the system. Other proprietary 
communication protocols can be will limit interoperability but may simplify 
communication to a limited number of proprietary PHDs.

Intel® Embedded and Communications Alliance also provides a Intel® 
Evaluation Kit with IEEE 11073 Continua Certified Software Stack for medical 
applications. This kit implements the guidelines for an Application Host Device 
(AHD) as defined by the Continua design guidelines.  Although the software is 
certified on Windows Embedded Standard 7, Intel has taken the extra step of 
validating the Intel® Evaluation Kit for medical applications with several other 
operating systems including the QNX, Wind River VxWorks*, LynuxWorks* 
LynxOS*, Ubuntu Linux with a Linux real-time kernel and Ubuntu Linux. Intel 
chose to certify the software to ensure a level of functionality the user could 
count on. The entire kit can be assembled for a cost of $149. For details on 
ordering this board follow this link (http://edc.intel.com/Applications/Medical/
Evaluation-Kit/).Figure 5 provides an overview of the architecture of the Intel 
IEEE 11073 stack
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Evaluation Kit Highlights

• Continua Certified USB solution on Windows Embedded Standard 7

• Continua compatible Bluetooth support

• Validated for Continua USB interoperability on several other OSes

• Independent IEEE 11073 engine to allow devices that do not implement Continua 
standards to interface

• Simple XML interface to support quick prototyping

• GUI: Implementations in C# and QT included

• ISO 13485 standard concepts utilized in development

• Low cost Intel® Atom™ processor N450 based board for development

This off-the-shelf and production quality software saves a significant amount 
of effort and reduces both time-to-market and program risks. The software 
itself has been developed according to ISO13485 quality standards for 
development of medical devices, which reduces the risk of using the unknown 
SOUP (Software of Unknown Provenance) software items. For more 
information on Intel Evaluation kit with IEEE 11073 Continua Certified 
Software stack for medical applications, please see (http://
download.Intel.com/embedded/medical-solutions/324555.pdf)

Figure 5. Architecture of Intel’s IEEE 11073 stack
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12.0 Application Components Layer

Application components determine the functionality of the device. The set of 
functionalities available to patients may depend on both telehealth system 
capabilities and particular patients' care plans.

This section focuses on the application components that are key from the next 
generation health gateway perspective. The description of other, more generic 
functionalities of each embedded system such us power management, 
memory management, etc. can be found in other literature available from 
Intel.

Depending on how specific architectural decisions and how the off-the -shelf 
solutions are reused in the health gateway software, the application 
components can be statically linked with the main executable file, or provided 
as dynamic libraries or even as standalone applications invoked from the 
Health Gateway Supervisory Application.

12.1 Health Gateway Supervisory Application

The Supervisory Application is the main component that ties together the 
functionality of all application components. It calls other components based on 
the user actions on changes in the underlying data model and manages the 
application-internal processing flows.

12.2 User Interface

Simplicity is a key factor in overcoming the problems with the adoption of the 
home gateways by the patient. User interface intuitiveness plays a critical role 
here and much be considered at the design stage to ensure adoption later.

It is important to note that different types of people will use the health 
gateway device once it is installed in a patient's home. There are the patients 
(where there can be more than one patient e.g. both spouses using a single 
health gateway device at home) as well as the Clinical and the Technical 
Service users. Each of these users may need access to different functionalities 
or to different types of data (personal, configuration or patient's health data). 
The user identification, device security and data confidentiality have a strong 
impact the user interface design.

The exact technologies used to develop the UI depend on the chosen OS and 
physical mechanisms selected for interacting with users (such as touchscreen, 
keyboard, text screens, etc.). Regardless of the technology, however the 
separation of the User Interface from the device logic and data storage should 
be a guiding design principle. A software architecture based on the well-known 
Model-View-Controller (MVC) or one of its derivatives such as Model-View-
Presenter will be a useful model for the UI design and is supported on powerful 
processors like the Intel Atom processor E6xx series.
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12.3 Health Data Storage

One of the key functions of the health gateway is to retrieve data from the 
connected health devices and upload them to the "remote server". During this 
data transfer process the health data will need to be stored on the gateway 
either permanently or temporarily. In the majority of the existing systems the 
health data is deleted from the gateway after the successful upload due to the 
limited storage space on the gateway as well as the difficulty with 
identification and handling of the duplicated health readings. In scenarios 
where the connection to the remote server cannot be established immediately, 
there is a requirement of temporary storage of the health data. Some health 
gateways have the functionality for longer term storage of the health data (or 
at least its limited history) which can be beneficial for the user as it allows 
local data processing on the gateway which can improve the users 
understanding of their health data without the need of logging to the website 
account. 

The first aspect that needs to be considered in relation to the storage of 
retrieved data is the data model. The data model organizes the data and 
enforces the completeness and integrity rules. From one side, the data model 
applied on the health gateway depends on the formats of data provided by the 
health devices. E.g. if Continua certified medical devices are used, the data 
model is already well covered by IEEE 11073 Domain Information Model 
(DIM). If a variety of proprietary protocols and formats are used (e.g. a 
number of health devices from different vendors are used) it makes sense to 
unify them on the gateway before uploading. On the other side, the data 
model should be adjusted to the model used at the enterprise end of the 
telehealth system. When specifying the data model it is important to 
remember that health data contains a number of parameters (some of them 
are optional) such us:

• health reading(s), including the format of the values

• units used

• timestamp(s)

• additional information such circumstances when taking measurements (e.g. 
moment of taking measurements before/after breakfast etc.)

• description of the health device  used to take measurement , if available

The data, not only health related but also personal or configuration data, can 
physically be stored as either "flat files" or in relational databases which has 
been ported to a large number of HW platforms and Operating Systems. In 
most cases the database approach is recommended as a better approach since 
it simplifies the design of the data model, provides more control, reliability and 
data safety on in multi-processes environment and shortens the development 
time.

Thanks to the x86 architecture, Intel Atom processor E6xx series can run a 
variety of relational databases available off-the-shelf. In addition, it is possible 
to used the available data modeling tools generating outputs (e.g. scripts) that 
can be used in the health gateway application design without any additional 
porting effort.
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12.4 Reminders

The "Reminders" are useful functions that prompt patients to take some 
actions such as taking measurements, completing surveys, taking medication 
etc. 

The prompts from "Reminders" can be in different forms such as SMS 
messages, sound alerts, flashing images and even video pushes. Therefore the 
reminders should be seen as resources downloaded and stored locally until 
they are activated by the Scheduler. This creates a need for a strong 
integration between the reminders and the OS as well as the user interface. 
The Scheduler" functionality is normally provided as an OS service such as 
"Scheduled Tasks" in Microsoft Windows or the Cron Scheduler in Linux, both 
available for Intel Atom processors, or occasionally implemented 
independently.

The important characteristic of the reminders that needs to be incorporated in 
the software design is that the patients shall confirm the reminders, 
sometimes with additional information on the action taken. If necessary the 
reminders shall be cleared from the local schedule and the confirmation sent 
to the remove health centre for further processing. 

12.5 Surveys

The Surveys enable more interactive way for a health professional to work 
with a patient to understand the current state of their health. Surveys typically 
contain a list of clear questions structured in a way that ensures unambiguous 
answers are provided by patients. The questions concern the selected 
parameters that determine the health treatment outcomes. Unlike the vital 
signs readings, these parameters cannot be obtained automatically as they 
may focus on the current mood, subjective effects of taking drugs, etc. The 
information obtained through the surveys supplement the data retrieved from 
the health devices and allow building a complete picture of the health 
outcomes and assess the efficacy of the treatment.

The Surveys are typically created at the remote location and presented to the 
patient on the health gateway. The health gateway displays the surveys on the 
screen and gets patient's responses. Once the survey is complete the 
cumulative answers are sent back to the health center for further processing.

The touch screen interface on Intel Atom processor E6xx series and graphics 
libraries provided by Intel make it easy to build the dynamic surveys that are 
tailored to the current needs. The processing power on Intel Atom processor 
also enables the generation of the visual representation of the survey on the 
gateway itself, based on e.g. the XML files or other descriptors provided from 
the server which reduces the network traffic and speeds up the process.

12.6 Security Management

Health related data is considered by people to be amongst the most sensitive 
of their personal data. Data security in health systems is a growing concern 
especially in unsecure environments like home settings.
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The following security related aspects must be considered in the architecture 
of the health gateway device:

• Data transmission - The health readings retrieved from the medical devices need to 
be uploaded to the remote server and this transmission is a under a potential risk 
of wiretapping and data theft. The probability of this risk depends on the type of 
WAN interface. The PSTN network does not guarantee the high quality protection, 
the wired IP broadband interfaces allow the implementation of the security 
mechanisms like VPNs and the HTTPS protocol.  Although, wireless mobile links 
(GSM/GPRS/3G/CDMA) would initially seem more insecure they in-fact scramble 
the traffic offering data protection that is considered as very safe.  

• Security of stored data - In IP networks the health gateway can also be vulnerable 
to external attacks with the intention of taking control over the health gateway, 
including access to the health and personal data. Home firewalls are usually 
recommended if any data is stored locally in the home.

The Operating Systems running on the Intel Atom processor E6xx series 
support many security mechanisms that can be used to protect the health 
gateway and its data. In addition there exist a large number of applications 
available (commercially or for free) on x86 platform that can be used, if 
required. The Intel Atom processor E6xx series provides enough computing 
power to ensure that the security does not impact the performance of the 
device. 

12.7 Video Conferencing 

The latest studies show that the demand for videoconferencing features in the 
telehealth systems is continuously growing. The videoconferencing not only 
enables receiving more health related information from the patients, but also 
provides the real sense of personal treatment through face-to-face meetings 
which minimizes one of the serious barriers in adoption of the telehealth 
systems at all. 

Intel Atom processor E6xx series provides very extensive support for high 
quality video conferencing that can be a part of the health gateway. Intel 
provides the necessary drivers for the video and graphics controllers. The 
available video cameras of more advanced video conferencing equipments that 
use either USB or PCIe interfaces almost always come with the drivers and 
even ready to use user applications for x86 platform. These applications can 
be invoked from the main health gateway supervisory application or be 
integrated together if an API is provided by the application vendor. The latter 
approach is preferable as it results in more coherent solution from the end 
user perspective.

12.8 Educational Content Delivery

The educational content is a vital tool in assisting the patients in 
understanding and overcoming their chronic disease. Most of the 
recommended treatments for chronic disease involve life-style changes to 
exercises and diets. These messages are better delivered and reinforced via 
video education content. The educational content may also contain other 
information such as the instructions on how to use health equipment, 
including the health gateway itself, so they need to be easily assessable.
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To make it more efficient, next generation health gateways will provide the 
educational content that will be dynamically tailored to specific situations and 
will be displayed to the patient when their physiological data crosses certain 
thresholds. If the regular weight measurements show that BMI is increasing or 
glucose readings start to trend out of normal ranges, the educational content 
may provide warnings as well as demonstrating the proper corrective actions 
needed to get the health parameters back to normal. 

The education content should be provided in a form that maintains the user's 
interest and is easy to understand. As described in other sections of this 
document Intel Atom processor E6xx series with its video capabilities and its 
compatible software offerings addresses these requirements.

12.9 Internet/Social Groups Browser

The participation in forums and groups of other people dealing with the same 
health problems brings many motivational and educational benefits to the 
patients on the treatment of their chronic diseases. Since these groups and 
forums reside in the Internet, a social groups browser as a subset of an 
Internet browser is required. In order to simplify the usability and make it 
easier for patients to find the appropriate information, the software 
architecture should enable customization of this browser as the patient joins 
and leaves relevant health related social networks. It should be possible to 
provide the links to recommended social networks or websites remotely. 
Finally health professionals and patients should also be allowed to store and 
forward their favorite sites. 

12.10 Custom Health Applications

The software architecture of the health gateway shall be open to 
accommodate the addition of customized health related applications from 
trusted sources to ensure the systems can grow with the changing demands of 
the patients. These custom health applications may in future include some 
decision support features which would greatly enhance the usefulness of the 
heath gateway for the patient and the health professionals. There is therefore 
a need to access health data stored on the health gateway and to access the 
user interface to visualize the results. The architecture shall make it possible 
to download and install these applications remotely whilst keeping the highest 
security. The openness to extensions is only possible when the software 
architecture assumes modular and decoupled software units and layers with 
stable interfaces specified. The extendibility must be planned from the 
beginning, to accommodate future changes.
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13.0 Service Component Layers

The service components normally provide the functionality that is used by 
another application (client) component with the assumption that they can be 
used by more than one client component at once. They typically do provide 
the core health-related functions but they are important complementary parts 
of the software architecture or provide the "device generic" functionalities 
such as e.g. encoding, power management, debug, etc.

14.0 Hardware Abstraction Layer (HAL)

The Hardware Abstraction Layer consists of the low level drivers or kernel 
modules that separate the functional software components from the hardware. 
Intel or Intel's Ecosystem partners provide an extensive set of such drivers for 
all supported OS'es what allows the system architects to focus on the value 
add parts of the software architecture (like what health services are to be 
supported).

15.0 Conclusion

This document has provided a useful overview for the design of a next 
generation home health gateway. It has focused on the hardware and software 
architecture that form the basis of such a system. It recommends use of a 
powerful processor with good graphics and audio capability. It recommends 
the use of a processor that allows a range of health gateways to be created 
that meets the functionality and price needs of different segments of the 
telehealth industry, whilst allowing engineering design re-use. 

It recommends the use of a software architecture that utilizes re-use from 
common Window OS elements to reduce the development time and cost for 
the software elements of such as system. The document specifically calls out 
the Intel Atom processor E6xx series as an exemplar processor with common 
software elements that meets the engineering designer's needs for a next 
generation telehealth system.
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